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From the President

he civil justice gap—the difference between the number of Americans

who need civil legal assistance and the very few who receive help of any

kind—has been widening for decades, especially for low-income Ameri-
cans. One of the most significant challenges we face as we try to close this gap is
the absence of basic, reliable national data about the people who need help most,
the kinds of help they need, and the innovations and interventions that would be
most beneficial. Measuring Civil Justice for All, a white paper of the American Acad-
emy’s Making Justice Accessible initiative, identifies the essential facts that should
be collected about civil justice activity in the United States and the entities best
placed to collect that information. It also describes a range of data access stan-
dards that would help to guide the use of civil justice data for administrative and
research purposes.

The Academy conceived the Making Justice Accessible initiative in November 2015 during a two-
day conference at its headquarters in Cambridge, Massachusetts. The conference brought togeth-
er federal and state judges, lawyers, legal scholars, legal aid providers, officials from each level of
government, and business leaders concerned about the state of legal services for poor and low-
income Americans. They gathered to explore the scope and consequences of inadequate access
to civil justice.

Three related efforts grew out of the conference:

B the Winter 2019 issue of the Academy’s journal Deedalus on “Access to Justice”;
® Civil Justice for All, a report with recommendations for closing the civil justice gap; and

® this white paper, Measuring Civil Justice for All.
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The Academy is grateful to the data project cochairs: John Mark Hansen, Charles L. Hutchinson
Distinguished Service Professor at the University of Chicago, and Rebecca Sandefur, Professor
at the School of Social and Family Dynamics at Arizona State University, and Faculty Fellow at
the American Bar Foundation. We are also grateful to Erika Rickard, director of the Civil Legal
System Modernization project at the Pew Charitable Trusts, for taking on a leadership role as the
work progressed.

Very special thanks go to David M. Rubenstein, cofounder and coexecutive chairman of The
Carlyle Group, who funded this project as an expression of his abiding faith in the future of
American institutions.

Thanks as well to the Academy staff who made this work possible: John Tessitore and Natalia
Carbullido, who shepherded the work for several years, and the publications team—Scott Ray-
mond, Heather Struntz, and Peter Walton (with editorial assistance from Christopher Davey), led
by Phyllis Bendell—who edited and published this paper.

As our Civil Justice for All report makes clear, “Equal justice is a right, not a privilege.” For too
long, the civil justice gap has been allowed to widen. We hope that this report helps courts, legal
services providers, and scholars gather the data necessary for an accurate assessment of the gap
and potential remedies, so that every American, irrespective of income, will have access to legal
advice and assistance when they need it most.

Sincerely,

David W. Oxtoby
President, American Academy of Arts and Sciences
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Essential Facts about Civil

Justice in the United States:

What We Need to Know and
How to Learn It

Introduction

emocracy requires and relies on a fair and equitable justice system that is

accessible to the people it serves and provides equal justice under the law.

When the justice system is closed to some, or treats them unfairly, public
trust in justice suffers, and people are less likely to comply with the law.

A growing body of evidence, including two
recent publications of the American Academy
of Arts and Sciences,' suggests that the Unit-
ed States faces a serious crisis known as the
civil justice gap: the great difference between
the number of Americans who need civil legal
assistance and the very few who receive help
of any kind.

Most justice problems do not end up in court.
Disagreements between two parties, bureau-
cratic oversights, or simple mistakes in pa-
perwork can sometimes be solved with a little
expert guidance. But when civil problems end
up in court and one or both parties are unrep-
resented by lawyers (often because they can-
not afford or do not know where to find legal
assistance), people can unknowingly give up
important rights or inadvertently fail to meet
their responsibilities under the law. The con-
sequences for individuals, families, and com-
munities can be disastrous.

The consequences for the justice system can
also be serious, as it is often overwhelmed
by the number of people trying to navigate
complicated legal processes unassisted. Many
court systems are not able to meet their statu-
tory responsibilities to litigants, such as pro-
viding legally mandated language interpreta-
tion services to those who need them.>

Researchers have started to document the ef-
fects of the civil justice gap across U.S. com-
munities. Available evidence suggests the
problem is a threat not only to the people and
communities who experience justice problems
but to the promise of justice itself. Neverthe-
less, researchers have only a general under-
standing of the problem. They simply do not
know enough about who faces civil justice
issues, which issues they face, and what con-
sequences these issues have for long-run out-
comes. And the data that do exist are often in-
accessible to researchers, policy-makers, and
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ESSENTIAL FACTS ABOUT CIVIL JUSTICE IN THE UNITED STATES

others who want to understand this problem
so that they can work to solve it. In the absence
of hard facts about the civil justice gap, at-
tempts to address the problem have been scat-
tershot and incomplete. Policy-makers and
legal services providers struggle to formulate
workable solutions because they do not even
know which problems they are trying to solve.

For example, little is known about which jus-
tice issues become court cases and which do
not. Once a justice issue becomes a court case,
little is known about what happens (e.g., mo-
tions, orders to show cause), who participates
(lawyers, nonlawyer advocates, the litigants
themselves), for how long (case duration),
what the legal outcomes are (judgment, dis-
missal, etc.), and how these in turn result in
human consequences for the people and com-
munities involved (loss of home, family secu-
rity, sustenance). Courts and legal profession-
als do not always collect the data needed to
answer these questions. Or they do not collect
data in a way that can be shared and compared
with data from other jurisdictions. And few
have structured their privacy and confiden-
tiality agreements in ways that allow them to
protect the interests of those with the most at
stake while safely sharing data with research-
ers and others.

Though the civil justice gap has persisted for
decades, scholarly research on the issue has
been relatively haphazard. Important studies
have responded to the specific needs of the
policy community or to the curiosity of indi-
vidual scholars. But no clear research agenda
has emerged. Nor have practitioners—lawyers,
courts, legal clinics, and so on—organized
themselves to advance the knowledge of the
field. This white paper outlines a fundamental
research agenda for an area in which studies
are proliferating but are not yet connected and
guided by a set of integrating questions. It also
outlines practical steps for taking action on
that agenda.

Methodology

I he American Academy conceived

this project in November 2015 during

a conference that brought together a
diverse group of federal and state judges, law-
yers, legal scholars, legal aid providers, offi-
cials from each level of government, and busi-
ness leaders concerned about the state of legal
services for poor and low-income Americans.
They gathered to explore the scope and con-
sequences of inadequate access to civil justice
for Americans who most need it.

This white paper outlines a fundamental research
agenda for an area in which studies are proliferating

but are not yet connected and guided by a set of
integrating questions. It also outlines practical steps
for taking action on that agenda.
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Three related efforts grew out of the confer-
ence: the Winter 2019 issue of the Academy’s
journal Deedalus on “Access to Justice”; Civil
Justice for All, a report that advances clear rec-
ommendation for closing the civil justice gap;
and this blueprint for data collection.

In advance of the first meeting of this project,
in June 2018, the project committee distributed
an informal survey to courts, legal aid organi-
zations, social service providers, law firms, and
others—many of whom shared the question-
naire through their networks—asking them to
help identify valuable and relevant data sets, in-
cluding records from courts, unions, legal ser-
vices providers, social worker associations, and
housing authorities. The committee received
134 responses. And while the committee hoped
to discover new pockets of as yet unrecognized
data, concerns about the lack of information
were strongly confirmed. Few organizations
collect data about civil legal matters in the form,
and with the kind of granularity and specifici-
ty, that would enable a serious discussion about
the nature of the problem and possible rem-
edies. Those that do collect the kind of data
needed are hampered by red tape and outdated
approaches to data privacy and other access is-
sues. As a result of this early survey, the commit-
tee decided to divide into two working groups:
one to identify the essential facts that should be
collected about civil justice activity and entities
who already hold that information or are well-
placed to collect it; and one to develop a set of
data access standards to help guide the use of
civil justice data for research purposes.

In addition to the early survey, this report re-
flects 27 months of work by a panel of 20 ex-
perts on civil justice, representing both the
worlds of policy and practice and the academ-
ic disciplines of law, sociology, and political

science. It also draws on the findings of the
committee—close to 100 participants—that
wrote the Academy’s Civil Justice for All report.

Stakeholders

any groups have a stake in this is-

sue, including those who want to

understand and improve the quality
of justice in this country; those who want to
investigate how the lives of individuals, fami-
lies, and communities can be improved in the
face of challenges like eviction, debt collection,
family separation, aging, and illness; and those
who want to support and experience America’s
promise of equal justice under the law.

Researchers and policy-makers seek data to
better understand the functioning of the civil
justice system. For example, they want to know
who is able to turn to the courts when they face
justice problems and how court outcomes differ
for people represented by counsel as opposed
to those who are not. They also want to know
whether civil justice outcomes differ based on
litigant demographics such as race, gender, age,
and income. In addition to understanding how
courts operate, researchers are interested in
linking civil justice data with other data sets to
investigate the economic, demographic, and so-
cial antecedents of civil justice involvement and
its downstream consequences for health, hous-
ing security, education, and economic security.

Courts require data to understand their opera-
tions, decide how to allocate their resources fair-
ly across many urgent needs, identify patterns
and trends of fairness and unfairness in the cas-
es that come before them, and design and im-
plement effective interventions to improve the
quality of justice. They are interested in whether
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ESSENTIAL FACTS ABOUT CIVIL JUSTICE IN THE UNITED STATES

particular actors are frequent users of the courts,
whether those actors are imposing excessive
demands on the courts or on their adversaries,
and whether certain litigants suffer from pow-
er imbalances in the courts. They are interested
in assuring that their practices do not discrim-
inate with respect to race, ethnicity, gender,
disability, and other demographic dimensions
and qualities of the litigant population. Courts
want to know that their practices are effective
in providing justice and that people with legal
concerns are able to obtain the forms of relief
that are uniquely available from courts. Finally,
courts have an important stake in making the
complexity of justice systems comprehensible to
people who would otherwise know the courts
only as opaque and intimidating institutions.

Legal services providers require civil justice
data to reveal pockets and patterns of unmet
legal needs and the presence of underlying
systemic problems. They require these data
to set priorities for the allocation of legal re-
sources and to assess whether particular legal
interventions make a difference in outcomes.
Data are necessary to assess the quality of

legal services and can help providers make the
strongest case for sustaining and expanding
financial support for their work.

The largest and most important constituency
with a direct stake in the increased disclosure
of civil justice data is the public. Data provide
perspective on the quality of justice Americans
receive and are especially important in this
time of heightened concern about the rule of
law and the treatment of vulnerable people in,
and outside, the nation’s courts. Members of
the public cannot understand what courts are
actually doing, and the degree to which they
are fair in their actions, without information
about those activities. Organizations across the
nonprofit sector that promote good govern-
ment, social justice, racial justice, gender jus-
tice, economic justice, health justice, or other
goals essential to the public all have an interest
in information that helps illuminate problems,
define solutions, and evaluate progress. Like-
wise, officials in all houses of government, jour-
nalists reporting on a multiplicity of fields, and
leaders of law enforcement, among others, also
need civil justice data to support their missions.

Many groups have a stake in this issue, including those
who want to understand and improve the quality of
justice in this country; those who want to investigate
how the lives of individuals, families, and communities

can be improved in the face of challenges like eviction,
debt collection, family separation, aging, and iliness;
and those who want to support and experience
America’s promise of equal justice under the law.

4 MEASURING CIVIL JUSTICE FOR ALL



Essential Questions

. Is justice open to all?

A. Who is able to access the courts?

n a fair and accessible justice system, people with justice problems are able to
turn to the courts for help. To know whether this is the case in the United States
and who is and is not able to access the courts, four kinds of information are

required:

® the different kinds of civil justice problems
experienced by Americans and their preva-
lence across the population;

¥ information about people experiencing
these problems, such as their age, gender,
income, English language facility, and race/
ethnicity;

¥ the numbers of cases of different types filed
in America’s courts; and

¥ information about the characteristics of
the litigants in those cases, such as whether
they are people or organizations and, if they
are people, their age, gender, income, En-
glish language facility, disability status, and
race/ethnicity.

What is and is not already being
collected?

Currently, more data exist about court cases
and litigants than about justice problems oc-
curring outside the justice system.

As a matter of standard operating procedure,
courts compile case files for matters that come

before them. These files contain basic infor-
mation about cases and the litigants who are
parties to them, including such details as the
party’s name and usually address; dates and
results of hearings; and motions, pleadings,
and other documents filed by parties to each
case. In many instances, this information is a
matter of public record.

Nevertheless, with rare exceptions, courts do
not typically collect information about the
race/ethnicity, gender, language facility, age,
ability, or income of parties. Since the discov-
ery of bias or disparity in civil justice would
require some knowledge of these basic facts
about litigants, assessment of whether courts
are open to all is not currently possible.

But most of the civil justice problems experi-
enced by Americans never become court cases
and would not show up in court data even if
the courts collected more information on in-
dividual cases. Some justice problems are pro-
cessed by administrative authorities (e.g., ben-
efits offices), and these authorities often record
information about the cases they process. For
example, U.S. Department of Veterans Affairs
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ESSENTIAL QUESTIONS

(VA) offices know the number of benefits ap-
plications they receive, as well as information
about those they deny and those they approve,
including some demographic information
about the veterans petitioning for benefits.
But many civil justice problems cannot be as-
sessed by any arm of government or by any
other institution that might collect pertinent
information. For example, veterans may not
be aware that they are eligible for benefits and
so never apply. Or tenants may be informally
evicted from their apartments without land-
lords ever filing eviction lawsuits.

To describe justice issues handled outside the
justice system, the information collected by
courts and other government agencies must
be supplemented by information from other
sources. In many other countries, including
England and Wales, Colombia, and South
Africa, pertinent data about civil justice are
collected by central statistical authorities. In
the United States, however, central statistical
authorities like the U.S. Bureau of the Census
and the Bureau of Justice Statistics have, to
date, never collected data about the kinds of

civil justice problems that people, small busi-
nesses, or larger organizations experience, or
about the characteristics of the people and or-
ganizations that experience those problems.
Nor do courts, legal services providers, policy-
makers, scholars, or other interested parties
have straightforward access to synthesized
data sets connecting different sources of infor-
mation, such as court and government agency
data, about people facing justice issues.

B. Who is able to get help with
their civil justice problems?

In a fair and accessible justice system, peo-
ple with justice problems who want to pursue
a legal remedy but cannot pursue it on their
own would be able to follow procedures de-
signed for their use and would have access to
the help they need to navigate those proce-
dures. Some people simply need information.
Others need more intensive assistance, which
might involve legal advice or representation.
Still others require services that make infor-
mation or assistance usable; for example, rea-
sonable accommodations or interpretation

At present, no set of standards exists that
provides guidance about what information
should be collected consistently across

different sectors—for example, in legal

services, in human services, in benefits offices.
Developing such standards is an important step in
collecting reliable, consistent, and useful information.

6 MEASURING CIVIL JUSTICE FOR ALL



and translation services. Three basic kinds of
information are needed to determine wheth-
er people are getting the help they need:

® information about who is experiencing jus-
tice problems and whether these problems
involve courts;

¥ information about what kinds of help they
currently receive; and

B information about whether that help is ad-
equate to their needs.

What is and is not already being
collected?

When people seek help for justice problems,
whether from legal services providers, com-
munity nonprofits, or others, these service
providers usually collect some information
about who the people are and which prob-
lems they face. Sometimes, these organiza-
tions also collect information about people
who seek assistance but are turned away.
These practices are followed by legal services
providers like civil legal aid organizations,
court-based self-help centers, law school clin-
ics, and private practice lawyers. They are also
followed by benefits agencies and social ser-
vices organizations like offices of the VA and
the Social Security Administration, as well as
by community nonprofits that assist specific
demographic groups, such as the elderly, and
organizations such as tenants’ unions that
assist people with specific kinds of problems
(e.g., eviction and rental housing conditions).
Sometimes these organizations record in-
formation about which services are provid-
ed; sometimes they do not. Sometimes they
collect information about the effectiveness of
the aid that was provided; sometimes they do
not. Some organizations collect information

about the characteristics of those who seek or
receive help, such as their race/ethnicity, gen-
der, language facility, age, or income; others
do not.

At present, no set of standards exists that
provides guidance about what information
should be collected consistently across dif-
ferent sectors—for example, in legal services,
in human services, in benefits offices, and in
courts. Developing such standards is an im-
portant step in collecting reliable, consistent,
and useful information.

In some situations, assessing the help people
receive is straightforward. In others, assess-
ment requires follow-up to determine wheth-
er the assistance received was sufficient. For
example, if a person seeking help states that
she cannot read English, it is relatively sim-
ple to record whether the assistance she re-
ceives includes interpretation and translation
services. But if a person receives assistance
in preparing paperwork prior to a hearing
to appeal a denial of benefits, it is not pos-
sible to know until after the hearing has oc-
curred whether this assistance was sufficient
or whether the person also needed repre-
sentation in that hearing. In part because
following up with clients is often costly and
difficult, little of this information is currently
collected.

But most civil justice problems are almost
entirely invisible to researchers, since they
are not taken to offices of government or to
community nonprofits for assistance. Most
are handled by people on their own or with
the assistance of family and friends. Current-
ly, only very limited information is available
about these problems, who has them, and
their impacts.

What Do We Know? What Do We Need to Know? How Can We Know It? 7



ESSENTIAL QUESTIONS

Il. Is the justice system
fair to all?

Who is able to resolve their
justice problems lawfully?
Who is not able to do so?

n a fair and accessible justice system, every-

one would have the same chance to receive

a lawful and just resolution to their justice
problems, whether they were rich or poor,
whatever their race, and whatever their age,
national origin, or disability. To assess wheth-
er people are able to resolve their justice prob-
lems lawfully, three kinds of information are
required:

¥ the number of different kinds of justice
problems experienced by Americans;

W information about people experiencing
such problems, including their age, gender,
income, English language facility, disability,
and race/ethnicity; and

¥ information about how those problems
progressed and were resolved.

Determining whether a justice problem has
been lawfully resolved can be challenging, but
it is not always so. At base, a lawful resolution
means that the result is accurate, given the
facts of the situation and the applicable law,
producing a resolution that falls within the
bounds prescribed by the law. For example,
an informal eviction, in which a landlord re-
moves a tenant’s goods from an apartment and
changes the locks so that the tenant is locked
out, is not a lawful resolution to the justice
problem of unpaid rent. Laws in every state
say that landlords cannot lock out tenants
from their rented homes without first going
through a formal court process.

8 MEASURING CIVIL JUSTICE FOR ALL

For some justice situations, the determination
of accuracy is straightforward. For example,
if someone is eligible for Social Security sur-
vivors’ benefits and submits sufficient docu-
mentation as required by the Social Security
Administration, the lawful resolution is that
the person receives the benefit. However, a
justice problem can sometimes have several
lawful resolutions. For example, when a land-
lord files a lawsuit to evict a tenant for non-
payment of rent, that justice problem could be
resolved lawfully by the tenant and landlord
settling informally for the tenant to pay the
rent arrears; the landlord may then choose to
drop the lawsuit. Or, the tenant and the land-
lord could reach a formal settlement that is re-
viewed by a judge and filed with the court. Or,
the case could proceed to a trial and a judg-
ment. If the judgment reflected a proper ap-
plication of appropriate law to the actual facts,
it would be a lawful resolution. The lack of
information about different lawful resolutions
makes it challenging to compare outcomes
across different cases.

When accuracy is too difficult to determine
practically, the analysis can instead focus on
disparities, comparing the outcomes achieved
by distinct groups, such as elderly and young
veterans, African-American and Latino and
White tenants, or men and women petitioning
for orders of protection for domestic violence.

What is and is not already being
collected?

Courts and other hearing authorities compile
case files for the matters that come before them.
These files include a range of pieces of infor-
mation that would be useful, particularly in as-
sessing disparities. Courts often know, for ex-
ample, which cases are involuntarily dismissed,



In a fair and accessible justice system,

everyone would have the same chance to
receive a lawful and just resolution to their

justice problems.

meaning that one or both of the parties wanted
to continue the litigation but were not permit-
ted to do so. Court files contain the content of
orders and judgments. Court files also include
information about the duration of cases.

With rare exceptions, courts do not collect
information about the race/ethnicity, gender,
language facility, disability, age, or income of
parties. This means that courts do not collect
or share information that allows assessment
of whether they achieve their aim of ensur-
ing that “all parties to a dispute—regardless
of race, ethnicity, gender, English proficiency,
disability, socio-economic status or whether
they are self-represented—have the opportu-
nity to meaningfully participate in court pro-
cesses and be heard by a neutral third-party
who will render a speedy and fair decision.”3

The information in court files is often neces-
sary but not sufficient to assess whether a jus-
tice situation has been resolved lawfully. If a
case resolves with a settlement or a judgment,
lawful resolution requires the compliance of
both parties with the content of the settle-
ment or judgment. For example, if a landlord
receives a judgment that she must repair an
apartment but never completes the repair, the
problem has not been resolved lawfully. Simi-
larly, if a tenant receives a judgment requiring
her to pay rent arrears and never pays them,
the problem has not been resolved lawfully.

If a person with a civil justice problem does
not end up in court but does receive some kind
of service, some information may be collected
about the problem, who has it, and some out-
comes. As a matter of standard operating pro-
cedure, service providers collect some informa-
tion about people who seek assistance and the
problems they bring. Thus, some organizations
already possess relevant data but little of it is
organized, analyzed, or compatible with other
systems in ways that would allow for sharing.

Lawful resolution is often possible to assess
only long after a service is received. Collecting
and analyzing information about the experi-
ences of a client once that person has moved
on is costly, and few organizations currently
do so. In addition, no set of standards exists
that provides guidance about what informa-
tion should be collected consistently across
sectors—legal services, human services, ben-
efits offices, and so on. Developing such stan-
dards is an important step in collecting reli-
able, consistent, and useful information.

Available evidence suggests that most of the
civil justice problems experienced by Amer-
icans are not taken to courts, or to lawyers,
or to offices of government, or to community
nonprofits for assistance. People take no ac-
tion about many justice problems. Little infor-
mation is available about these problems, who
has them, or their impacts.4
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Summary and Recommendations

Summary

s the companion report from this initiative, Civil Justice for All, shows, there
is a crisis in civil justice in this country. Many people are not able to get the

legal help they need, access the courts, or arrive at fair resolutions to civil jus-
tice problems. Currently, the essential facts necessary to answer fundamental ques-
tions about the fairness and accessibility of American civil justice are sorely lacking.

However, there are important opportunities
to remedy these shortcomings, engaging both
public and private actors and reaching out be-
yond lawyers and the courts.

Recommendations

W Existing surveys fielded by government sta-
tistical agencies, like the United States Bureau
of the Census, should add questions about the
justice experience to regularly administered
surveys, including the American Commu-
nity Survey. Such additions would provide
valuable information about who experiences
justice issues, whether those issues land in
court, and how those issues affect the people
who experience them. Similarly, the Bureau
of Justice Statistics§ annual National Crime
Victimization Survey should be expanded to
include civil justice issues. When necessary,
federal statutes should be modified to require
the collection of civil justice data.

W Legal needs often accompany other kinds
of needs, such as needs for medical care,
income support, or housing. Organizations
that provide services to the public, such as
social and human services, health services,

10 MEASURING CIVIL JUSTICE FOR ALL

and legal services, should learn about, iden-
tify, and collect data about their clients’ civil
legal needs. This information could be linked
to the demographic data about race/ethnici-
ty, gender, language facility, age, ability, and
income that these organizations often collect.

Information about people’s needs and prob-
lems is often revealed through their search-
es for information. Search engine and so-
cial media companies should collaborate
with researchers, courts, and legal services
providers to identify common legal needs
based on the searches people initiate.

Courts should collect and distribute infor-
mation about cases and litigants using case
definitions and record-keeping standards
that are consistent across jurisdictions.>
States should make the data collected avail-
able to researchers and the public.

To understand the effectiveness and impact
of legal services, service providers should
follow up with recipients to inquire about
the outcomes and impacts of the problems
for which they provide help. Alternatively,
they could connect their records with other
administrative records that provide informa-
tion about the outcomes of justice problems.



How to Acquire Essential

Facts about Access to Justice
in the United States

mproving access to the essential facts described in the first section of this report
will help scholars and policy-makers, courts and legal services providers, social
services organizations, legislators, and the public better understand the scope and
importance of the civil justice gap, how it manifests in the lives of individual Amer-

icans, and the vital importance of our courts and other justice system institutions.
Only with these essential facts in hand can the United States ensure a legal system
that is open and transparent and make changes to improve fairness and equity.

Collecting and releasing such data present a
range of challenges. The courts and legal ser-
vices providers must overcome technical lim-
itations in their capacity to collect and share
data, honor expectations of privacy, and assure
appropriate use of data when it is shared. This
section offers practical suggestions and tools
for making facts accessible and thereby help-
ing to make justice more accessible. It offers a
model data use agreement that can be adapt-
ed to meet the needs of different stakeholders,
further identifies core concepts in data access,
and makes recommendations about a range
of data collection practices, including a call
for data scraping and the creation of a data
commons.

Some data held by data keepers raise true
concerns about individual privacy and data
security provisions. People seeking the in-
tervention of courts may understand that
many court records are public records. None-
theless, asking people who face potentially

life-altering court cases to report on their dem-
ographic characteristics—such as race, eth-
nicity, and gender—may feel intrusive to some
or may prompt concern that such disclosures
might adversely influence decision-making.
People seeking help from legal services pro-
viders expect their personal and legal infor-
mation to be held in confidence and may also
be reluctant to share information that does
not seem directly pertinent to their claims.
The lines surrounding expectations of privacy
are important to the individuals themselves
and are also important to judges, lawyers,
and organizations that are data keepers. Trust
from clients, from litigants, and from the pub-
lic generally is essential for these institutions
to maintain their credibility and perform their
roles effectively.

This report offers four approaches that can
allow data keepers to collect, maintain, and
safely share even sensitive data with scholars
and other interested members of the public.
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Together, these four approaches can help to
liberate civil justice data.

l. Liberating Civil
Justice Data

A. Public Records

ost information about cases and
M litigants, as currently collected by

courts, is a matter of public record
and can be requested by researchers. This in-
cludes the personal identifying information
of the parties. As court case records increas-
ingly become electronic and as access to
those records can be made available online
rather than in the courthouse or the bene-
fits office, courts and other government en-
tities grapple with the loss of “practical ob-
scurity” of their records. One consequence
is the increasing risk that electronic records
will be used by private entities and govern-
ment agencies to monitor court involvement
and curtail access to public benefits and
private goods and services, like housing or
employment.

What information is available now,
and who uses it?

At present, most courts report at least some
information in the aggregate, such as the num-
ber of cases heard in specific kinds of courts or
the percentage of defaults in a particular kind
of case, such as debt collection. These reports
are sometimes posted publicly or shared in re-
ports to funders such as legislators, but they
are not standardized across states or from year
to year.

Many courts make case-level data available
through means only accessible to commer-
cial data aggregators. These for-profit com-
panies draw together public records as in-
formation resources that they then sell to
private third parties. For example, these
companies sell information to landlords who
want to know whether potential tenants have
ever been evicted, have a criminal history, or
have sued previous landlords for repairs un-
der housing laws. They also sell information
to employers wishing to perform criminal
background checks.

This report offers four approaches that
can allow data keepers to collect, maintain,

and safely share even sensitive data with
scholars and other interested members
of the public.
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Researcher Tools:
FOIA and Public Records Requests

Federal agencies are required to make much
of their data public under the Freedom of In-
formation Act (FOIA).® Of relevance to civil
justice are records and information collected
by such agencies as the Department of Home-
land Security, the Department of Housing
and Urban Development, the Department of
Labor, and the Department of Justice. While
FOIA is the primary statutory mechanism for
accessing such public records, the Privacy Act
also provides rights to and limitations on pub-
lic access to government information.” The
Privacy Act governs the “collection, main-
tenance, use and dissemination” of agency
records containing personal identifying in-
formation about U.S. citizens and lawful res-
idents.® Notably, the Privacy Act rarely allows
the disclosure of individually identifiable re-
cords without the written consent or request
of the individual identified by the record, un-
less that disclosure is required by FOIA.?

Although nonfederal entities such as state and
local governments are not covered under FOIA
or the Privacy Act, many states have enacted
their own public records laws. State sunshine
laws, sometimes known as open records laws
or public records laws, govern public access
to governmental records in each state. These
rules mandate varying degrees of accessibili-
ty to public records, however. In more than a
dozen states, the state judiciary is exempt from
state public records laws; a similar exemption
applies in the District of Columbia.’® Some
court rules provide access to court records.
Most states have rules governing the bulk
distribution of electronic case information,
which vary from jurisdiction to jurisdiction."
Each state and the federal court has its own

privacy policies for court records with differ-
ent levels of restrictions.’> At least one state
has enacted a provision that allows research-
ers access to confidential court data involving
children.’3

B. Confidential Data

Information about cases and clients collect-
ed by legal services organizations, pro bono
programs, and other direct service entities are
typically not a matter of public record. Indeed,
individual data collected during the course of
legal representation are generally protected by
the duty of confidentiality and attorney-client
privilege.'4

Depending on the agency or entity seeking
to share data, other professional rules or laws
may also be implicated. In the medical-legal
partnership arena, for example, the Health
Insurance Portability and Accountability Act
(HIPAA) presents some obstacles to informa-
tion sharing between physicians and attor-
neys. However, such partnerships, in order
to further the legal representation and the
patient’s medical treatment, often do share
data after obtaining patient/client consent.
Such consent indicates the person or agency
to whom the identifiable information will be
provided, the purpose of the disclosure, and
the nature and scope of the information be-
ing disclosed. Consent-form requirements
vary depending on what information is being
shared and by whom. HIPAA, for example,
has its own requirements for the sharing of
protected health information. The sharing of
data with research institutions will also impli-
cate federal institutional review board (IRB)
requirements.
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ll. Data Use Agreements

— ew courts and legal services providers
=== have structured their privacy and confi-

dentiality agreements in ways that allow
them to lawfully share data while preserving
the privacy of litigants. When data are shared,
each agreement and relationship between a
data keeper and researcher is structured on an
ad hoc basis, making the process unnecessari-
ly burdensome as data keepers and data users
reinvent procedures each time. Common lan-
guage in a standard data use agreement can be
a useful starting point for negotiating the ap-
propriate and safe sharing of civil justice data.’

What are Data Use Agreements (DUAs)?

Improving data sharing among and between
courts and other agencies and institutions can
be facilitated through the use of a memoran-
dum of understanding (MOU), a written agree-
ment that outlines the relationship between
two or more parties. Data use agreements
(DUAs) are a type of MOU to facilitate trans-
fer or use of data. Well-executed agreements
govern who, when, how, and why individuals
and entities will be able to access and use the
data, in addition to ensuring compliance with
regulatory structures.

What is the purpose of a DUA?

The overall goal of a DUA is to facilitate shar-
ing of data while ensuring that information
exchange rests on a solid legal framework
and protects individual privacy. DUAs serve
two important practical purposes for the
parties. First, they protect the agency pro-
viding the data, ensuring that the data will
not be misused. Second, they play an impor-
tant role in guiding parties to think through
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otherwise unanticipated details of a data shar-
ing relationship.

Are there legal restrictions on types
of data that may be shared?

All federal laws and most state laws allow for the
sharing of data, even individually identifiable
information, for certain purposes. At the same
time, federal and state laws restrict the use of cer-
tain types of data, including the following major
categories restricted by federal regulations:

¥ Health Information. HIPAA applies to “pro-
tected health information” provided to health
plans, doctors, hospitals, and other healthcare
providers. HIPAA only applies when the infor-
mation is produced by specific entities, such
as healthcare providers. When health-related
information is produced by a court or anoth-
er legal entity, HIPAA would likely not apply.
Note that courts are restricted in their ability
to receive data that are protected by HIPAA.'6

¥ Education Records. The Federal Education
Rights and Privacy Act (FERPA) applies to
education records, broadly defined as records
directly related to a student and maintained
by an educational agency or institution or by
a party acting for the agency or institution.'”
FERPA does provide for the release of de-iden-
tified records if certain requirements are met.

® Alcohol and Substance Abuse Treatment
Records. Part 2 of Title 42 of the Code of
Federal Regulations protects the confiden-
tiality of alcohol and substance abuse treat-
ment records regardless of who has posses-
sion of them, as long as the information was
“received or acquired by a federally assisted

alcohol or drug program.”8

¥ Homelessness Data. Federal law protects
the confidentiality of data collected through



the Homeless Management Information
System, a data collection system that exists
in most locations, under the guidance of
the U.S. Department of Housing and Urban
Development.*®

Even with these legal restrictions, government
entities with data that fall under these feder-
al regulations have successfully structured
agreements that, while preserving the privacy
of individuals, allow them to lawfully share
data. For example, scholars have linked feder-
al tax records and other data sources in strictly
controlled confidential data sites, creating so-
called big data about individuals that can be
used in scientific analysis.

In addition to federal and professional restric-
tions on data sharing, vendor services agree-
ments between data keepers and the com-
panies that provide their data management
tools may limit sharing. Both courts and legal
services providers often use case-manage-
ment systems that are designed and operated
by third-party vendors. Courts and providers
may not be aware of who “owns” the data—
whether it is themselves or the software ven-
dor—and what authority they have to share
the data with others under the terms of their
service agreement.

What are the elements of a DUA?

Importantly, DUAs are made between orga-
nizations, not individuals. As a result, these
agreements become organizational respon-
sibilities and last longer than the tenure of a
particular staff person.

The items in Table 1 on page 16 are typically
found in data use agreements.

Appendix A on page 22 includes a data use
agreement template.

Limitations of DUAs

DUAs are an important mechanism to give
researchers access to civil justice data, but
they have significant limitations. They re-
quire finding data holders willing to enter into
such agreements. In each case, the research-
ers and data holders need to devote resources
to negotiating agreements that will vary from
institution to institution and researcher to
researcher. This approach is labor intensive,
slows down the research process, and creates
barriers to cross-jurisdictional comparisons,
deterring researchers from entering the field.

A.Individual Consent and
Participation in Human
Subjects Research

Sometimes the use of data held by a data keep-
er requires the consent of the individual who
is the subject of the record; sometimes this
consent is not required. The principles gov-
erning the need for informed consent are con-
tained in federal policy guiding the protection
of people participating as subjects of research
(also known as the Common Rule).2° The
Common Rule directs that an IRB will oversee
and determine whether individual consent is
required. When determining whether indi-
vidual consent should be obtained from the
subjects of the records, the intended use of the
data must be considered.

The Common Rule allows for individual con-
sent requirements to be waived when

W the research involves no more than mini-
mal risk to the subjects;
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Table 1: Items Typically Found in Data Use Agreements

Item Name Description

Parties involved The name of the agency or programs entering into
the agreement. Note: Be sure to specify who is a data
provider and who is a data receiver.

Purpose of the agreement | The reason for the agreement and the allowed uses of
the data.

Data description The fields to be included, the level of detail, and the
time period the data represent.

Data transmission The file format and approved methods for
transmission.

Data storage and security Specifications of any security measures and, if
appropriate, a date by which the data should be
returned or destroyed.

Conditions for release of Provisions for the release of the file to third parties or
data to third parties prohibitions on such actions.

Conditions for release of Provisions for the release of any data analysis

results of analysis or results, including suppression rules to avoid

identification of any individuals or agency names.

Fees and costs A listing of all fees to be paid, including any
associated fees or costs.

Time frame Time period the agreement is in force and how often
it must be renewed.

Amendment process The process for amendments to the agreement.

Termination The reasons why and the process by which either
organization can terminate the agreement.

Signatures Signatures by persons who have the right and
authority to execute the agreement on behalf of
the contracting agencies.
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B the waiver or alteration will not adversely
affect the rights and welfare of the subjects;

B the research could not practicably be car-
ried out without the waiver or alteration;
and

¥ whenever appropriate, the subjects will be
provided with additional pertinent infor-
mation after participation.

Researchers have successfully launched re-
search projects that involve obtaining individ-
ual consent, in collaboration with courts, legal
services providers, and other civil justice data
keepers.

Publicly available data such as court records
are largely exempt from human subjects’
review.

Most data privacy laws authorize the use
of administrative data for public purposes
such as evaluation, audit, and research with-
out individual consent under certain con-
ditions. In these cases, although individual
identifiers are used to link records across
data sets, typically only de-identified infor-
mation will be released to the researcher,
auditor, or evaluator. Where no identifying
information is released, individual consent
is not necessary.

B. Researchers and Secondary
Uses of Data

For administrative data or other data in which
individual consent is not required, secondary
uses do not typically require IRB approval, but,
even when they do, researchers can seek expe-
dited review or exempt status under Exempt
Category 4, particularly when the data being
analyzed are publicly available.**

In 2017, the Common Rule was modified to
permit pooling of data and secondary uses
of personally identifying information (PII).>
While the HHS Secretary’s Advisory Commit-
tee on Human Research Protections published
detailed “Recommendations for Broad Con-
sent Guidance” in 2017,>3 no guidance has yet
been promulgated by HHS. In the absence of
formal guidance, many academic IRBs have
declined to implement broad consent within
their universities.>4

Academic institutions should adopt and pro-
mulgate guidance that can make effective use
of the revised Common Rule. Guidance and a
broad consent template that is directly appli-
cable to civil justice data has been created by
the University of Denver.?> The core elements
of broad consent are as follows:

1. Researchers must be able to provide a gen-
eral description of the types of research
that may be conducted with the PII and
which types of information might be used
in research.

2. Researchers must be clear about the period
of time the PII will be available for future
research and the types of institutions or re-
searchers that might have future access to
that information.

3. Research participants must be told that
they will not be provided with details about
future research studies using the PII.

4. Participants must be given contact infor-
mation for questions and the opportunity
to withdraw consent. If participants with-
draw consent, their data must be able to be
taken out of storage and no longer shared.
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The technology and data structuring required
to isolate and remove individual participants
from shared research repositories may be the
most significant barrier to the implementation
of broad consent. However, this barrier is not
insurmountable.

lll. Alternative Strategies
for Accessing Data

he sharing of administrative record

data by the courts and other entities

through DUAs is the means by which
these data have traditionally been acquired,
but it is not the only or necessarily the best
way of doing so. The volume of data for civ-
il justice problems is quite limited. But when
these matters make their way to courts, they
become part of stores of administrative re-
cords that date back decades and can provide
valuable insights to important questions about
access to justice. While courts continue to im-
prove the processes for gathering and manag-
ing administrative records, they have not been
eager to share these data. Even when the courts
are willing, they may not be able to share data
in standard formats because of a lack of com-
puting resources or because the laws govern-
ing data sharing in specific states can be cum-
bersome. Negotiation of an acceptable DUA,
for example, can take up to two years. Given
these limitations, it seems appropriate not
only to expand opportunities for sharing but
to explore other means of obtaining relevant
administrative record data on civil matters
from the courts. Specifically, researchers may
consider using public records requests and
bulk downloading of data, including website
data scraping, as means of acquiring admin-
istrative record data on the processing of civil
matters in courts.
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Public Records Requests

The FOIA allows citizens access to information
about how the federal government conducts
the people’s business, and almost every state
has a similar law relevant to state government.
These laws specify the processes for requesting
this information, and annual reports describe
responses to these requests. Reporters have
used this lever to great effect, but researchers
have not used it to the same degree.

The Criminal Justice Administrative Records
System (CJARS) at the University of Michi-
gan is acquiring criminal justice data from
the courts and other agencies. It has already
obtained over 1.7 billion records from these
organizations, approximately 17 percent of
which were acquired through data requests.
Their holdings include records for more than
21 million persons (47 percent of which were
obtained from data requests).?® Measures for
Justice is a nonprofit trying to assemble ad-
ministrative record data from prosecutors and
state courts throughout the nation.?” It has as-
sembled data from more than 20 states, and it,
too, relies on a mixed strategy of DUAs, infor-
mation requests, and bulk downloads. While
the criminal side of the court system differs
from the civil side in many important ways,
the success of these efforts on the criminal
side are worthy of investigation as a strategy
for acquiring the necessary administrative re-
cords on civil justice.?®

Bulk Download

An alternative to establishing a DUA or sub-
mitting FOIA requests is accessing court data
through bulk downloads, either by scraping
court websites or obtaining access to inter-
nal electronic records. State court rules vary



on whether bulk downloading of records is
permitted, some prohibiting bulk downloads
altogether, others requiring permission from
the state judiciary, and still others freely allow-
ing the download of electronic files.>?

Bulk data downloading is a common proce-
dure already used by data aggregators, in-
vestigative journalists, and, increasingly, the
academic research community to gather and
analyze data available on the Internet. Gath-
ering research data in this manner is consid-
erably less time consuming than the process
of establishing formal agreements, though it
requires some basic knowledge of computer
programming and an ability to process and
store large volumes of data. Data scraping, in
its most general form, refers to a technique in
which a computer program extracts data from
output that is generated by another program.
For court records, that means culling infor-
mation from case search websites that were
originally designed to display information for
individual cases in the same way that physical
case files were pulled by court clerks. Scrap-
ing programs can be used to search individual
cases in rapid succession and capture the in-
formation that appears for each search result.
These programs can be written narrowly to
capture a few pieces of information from each
case, or they can be written broadly to capture

all data that are displayed and to make copies
of associated files.

Although the information architecture for
court records varies widely from one juris-
diction to the next, the data that are available
can be invaluable for understanding how civil
legal problems are processed in U.S. courts.
Most case search websites provide unique case
numbers, names of litigants, filing and hear-
ing dates, the legal issue in question, names of
associated attorneys (or null fields when no at-
torney is present), names of presiding judges,
and judgment details. Many jurisdictions also
include the street address of litigants and at-
torneys. This information can be used to build
detailed profiles of the civil legal docket, mea-
sure the growth or decline in adjudicated legal
matters, detect geographic patterns for differ-
ent legal issues, identify repeat litigants, and
more. In recent years, court data have been
used to identify abusive debt collection prac-
tices, monitor the eviction crisis, highlight
discriminatory practices in civil forfeiture,
and focus public attention on the wildly vary-
ing fines and fees that are levied in courts.3°

Working with data accessed through a bulk
download process can be challenging, how-
ever. Administrative data often require a tre-
mendous amount of cleaning to be usable in

Researchers may consider using public records
requests and bulk downloading of data, including

website data scraping, as means of acquiring
administrative record data on the processing
of civil matters in courts.
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analysis, and documentation is rarely available
to explain the contents of the downloaded data
or any anomalies that might be found. Ana-
lysts should also be careful about the process
they use to capture court data. They should
read and respect the terms of service listed on
case search websites and use programming
techniques that dynamically delay the rate
of data capture to avoid taxing court servers,
particularly during peak business hours.3' But
the value of this information to illuminate
pressing public policy questions is clear.

The traditional practice of negotiating access
between a single research team and a single
institution is giving way to new approaches
for data access.

IV. Moving toward a Civil
Justice Data Commons

n health science research and other fields,

data sharing systems, known as “data com-

mons,” have emerged that facilitate access
by researchers and stakeholders to data and
incorporate best data governance practices to
protect data privacy and security and the an-
onymity of data subjects.3* This model should
be applied to the civil justice domain to facil-
itate the sharing of data by courts, legal ser-
vices providers, and administrative agencies.33

A civil justice data commons would allow
researchers to investigate questions about
the basic functioning of the civil justice sys-
tem, including whether legal representation
makes a difference in outcomes and wheth-
er race, ethnicity, national origin, gender, or
other demographic characteristics contribute
to what happens in court. It would also facil-
itate the linkage of court data with financial,
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health, educational, and other data sets so that
researchers could better understand the an-
tecedents of civil justice problems—providing
a basis for downstream interventions to pre-
vent their emergence—and the long-term ef-
fects of involvement in the civil justice system
on health, economic and housing security,
and well-being. A civil justice data commons
would also provide civil justice institutions
and the public the ability to monitor organiza-
tional activities and patterns.

In other domains, data repositories facilitate
the sharing of data, and computational science
produces insights relevant to public policy.
There has been no similar surge of computa-
tional social science research in the civil justice
field. A civil justice data commons would im-
prove the functioning of courts, agencies, and
legal services providers in a community and
help communities describe the consequenc-
es of civil justice issues like debt and eviction,
causally test what effect interventions like legal
aid have on parent and child outcomes, and
build predictive models for targeting limited
legal resources to the households most in need.

How a Data Commons Would Work

To address the different interests of stake-
holders, a civil justice data commons would
provide a tiered system of “frictionless and fa-
cilitated” access to different types of civil jus-
tice stakeholders. In the first tier, authorized
researchers would have access to cleaned and
harmonized data and statistical software pack-
ages to do computational analyses. They would
also have tools to link data sets from different
civil justice institutions as well as data sets
from other sources. A civil justice data com-
mons would allow researchers to find, access,
and analyze data to answer questions such as,



A civil justice data commons would allow
researchers to investigate questions about

the basic functioning of the civil justice

system, including whether legal representation makes
a difference in outcomes and whether... demographic
characteristics contribute to what happens in court.

How prevalent are various civil legal problems
across jurisdictions? How often do individu-
als experience multiple civil legal problems
simultaneously? Do particular events, such as
a job loss or medical debt, increase the like-
lihood of involvement in the civil justice sys-
tem? Does having a lawyer make a difference
in case outcomes? If so, in what ways? Do in-
equities exist in court practices, and, if so, how
can they be mitigated?

The next tiers would be designed and built
to provide courts, legal services providers,
and other civil justice institutions with near
real-time information to help them under-
stand their functioning and allocate resources
equitably and efficiently. A dashboard or vi-
sualization might help a court administrator
spot an increase in self-represented litigants.
Similar tools would allow legal services pro-
viders to follow trends that relate to the ser-
vice delivery model, including patterns in the
types of matters they take or decline, applicant
and client demographics, and geographic and
other gaps in the distribution of their services.
They could also use the information captured
to demonstrate the effectiveness of their ser-
vices to funders. Other forms of access might
be provided to community groups, which
might have an interest in how court involve-
ment affects members of the community. The

public could also have some form of access
to civil justice data to understand better how
the civil justice system works. In all cases, the
commons would be designed to provide infor-
mation tailored to the specific interests of the
intended users.

Data commons are created through a gover-
nance regime established by the data sharers
and other parties involved. The terms of that
regime dictate the requirements of data shar-
ing, access, and use. The terms also specify the
privacy, confidentiality, and security controls
that apply to the data. These requirements are
built into the technical infrastructure of the
data commons. Educational institutions al-
ready have extensive experience administering
data commons and ensuring that governance
terms are adhered to. The trust they have al-
ready accrued as faithful stewards makes them
an ideal partner for any new data commons
involving civil justice data.

At present, the development of data commons
in the civil justice arena faces challenges, in-
cluding lack of shared case taxonomies, regu-
latory barriers, organizational skepticism, and
costs. But if these barriers can be overcome, a
civil justice data commons promises to accel-
erate the production of knowledge about the
civil justice system.34
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Appendix A:
Memorandum of Understanding

[GREEN] = to be personalized [BLUE] = for agreements with PII
italics = instructions

MEMORANDUM OF UNDERSTANDING
BETWEEN
[DATA RECEIVERI]
AND
[DATA PROVIDER]

FOR THE SHARING OF [PERSONALLY IDENTIFIABLE/DE-IDENTIFIED] INFORMATION

1. Purpose/Authority

This Memorandum of Understanding (MOU) is entered into by [DATA RECEIVER| and [DATA
PROVIDER]. The purpose of this MOU is to share data and expertise between the two parties,
while providing for the protection and confidentiality of the exchanged information. [DATA RE-
CEIVER] will ensure that any agent, including employees and subcontractors, to whom it provides
information under this MOU, executes a written agreement obligating the agent or subcontractor
to comply with all the terms of this MOU.

Nothing in this MOU may be construed to allow either party to maintain, use, disclose, or share con-
fidential or protected information in a matter not allowed under state or federal law or regulation.

2. Requested Information
[DATA PROVIDER] agrees to provide [DATA RECEIVER] with [select one: de-identified information
OR personally identifiable information (“PII”)] as described below.

[Enter description of the requested data, with as much detail as possible. It is recommended that Data Re-
ceiver specify data fields or variables requested, according to Data Provider’s data dictionary, if available. Also
specify the scope of the data, including any inclusion/exclusion criteria, such as types of individuals or cases.]

[If P11, include the following language: [DATA PROVIDER] shall obtain consent, authorization, or
permission from the individuals that may be required by applicable state or federal laws and/or

regulations prior to transmitting any PII pertaining to individuals in the data set.]

The above-described data shall be provided by [DATA PROVIDER] to [DATA RECEIVER] in the
following format: [indicate a format: csv file, excel file, relational database file(s), pdf records, etc.].
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The above-described data shall be provided at the following specified time(s): [select one: within
a reasonable amount of time upon the execution of this MOU OR [list specific dates] OR upon
request by [DATA RECEIVER]].

3. Data Transfer

(If data request is for individuals specified by DATA PROVIDER: [DATA RECEIVER] shall provide
[DATA PROVIDER] with an encrypted electronic file containing unique identifiers of the request-
ed individuals’ records or information. These unique identifiers shall be in the form of [select one
or more: name, date of birth, Social Security number]. [DATA RECEIVER] will also provide the
authentic copies of any signed authorizations in the same form as Exhibit A [include agreed-upon
authorization form as Exhibit A], for each individual whose records are to be disclosed.]

[DATA PROVIDER] shall transmit the above-described records to [DATA RECEIVER] in accor-
dance with this MOU. Any sensitive [or personally identifying information (“PII”)] shall be trans-
mitted through a secure file transfer system.

4. Data Storage and Security

Both parties shall exercise reasonable and prudent procedures to protect such information, re-
ports, returns, and other documents in their possession, including electronic versions thereof,
from any unauthorized access and/or disclosure.

[For high-security PII: PII will be used solely to aid in the creation of a unique linking identifier.
The unique linking identifier is not derived from PII or any elements thereof. [DATA RECEIV-
ER] shall store PII separately from the remaining de-identified data set, which shall include the
unique linking identifier as the only reference to the PII.]

[DATA RECEIVER] maintains and uses appropriate administrative, technical, and physical safe-
guards to preserve the integrity and confidentiality of and to prevent non-permitted use or dis-
closure of any information provided by [DATA PROVIDER]. [DATA RECEIVER]’s computers, net-
works, and file transfer mechanisms must be properly maintained (i.e., regular software patching
will be conducted) and must run software that will protect against malicious code infecting and/
or causing improper operation of computers and networks.
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5. Confidentiality

The parties agree that their agents, employees, and subcontractors with access to this data shall
comply with all laws, regulations, and policies that apply to protection of the confidentiality of
the data. [DATA RECEIVER] will not use or disclose information other than as permitted or re-
quired by this MOU or as required by state and federal law or as otherwise authorized by [DATA
PROVIDER].

[DATA RECEIVER] may pass information to any of its agents, employees, or subcontractors for use
in fulfilling the obligations of this MOU as long as they adhere to the conditions of this MOU. This
includes, but is not limited to, data being sent directly to any agent, employee, or subcontractor
to be used in data aggregation and quality assurance.

[If PII: No PII shall be included in any report, summary, data dashboard, or publication produced
as a result of, or in conjunction with, the use of the data. The obligation to protect the privacy of
PII is continuous and survives any termination, cancellation, expiration, or other conclusion of
this MOU. [DATA RECEIVER] will mitigate, to the extent practicable, harmful effects of a use or dis-
closure of PII by [DATA RECEIVER] or its workforce in violation of the requirements of this MOU.]

[DATA RECEIVER] will report to [DATA PROVIDER], in writing, any use and/or disclosure of in-
formation that is not permitted by this MOU of which [DATA RECEIVER] becomes aware. Such
report shall be made in the most expedient time possible and without unreasonable delay. This
reporting obligation shall include breaches by [DATA RECEIVER], its agents, employees, and/or
subcontractors.

6. Publicity and Publication

[DATA RECEIVER| may share publicly (in writing, online, verbally) any resulting aggregate sum-
maries, reports, or publications, provided that such disclosures do not contain PII or confidential
information.

7. Fees and Costs
[Select one option:

1. [DATA PROVIDER] will not charge [DATA RECEIVER] any fees for the work associated with the
delivery of the data described in this MOU.

2. [DATA RECEIVER] will be responsible for fees and costs associated with the delivery of the data,
as described in this MOU. Those fees are defined as [XXX]. If costs are anticipated to exceed the
defined amount in excess of [XX]%, [DATA PROVIDER] shall provide notice to [DATA RECEIVER]
before incurring such costs and modify this agreement accordingly. ]

Any costs associated with [DATA RECEIVER]’s storage and maintenance of data are the responsi-
bility of [DATA RECEIVER].
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8. Ownership of the Data
Nothing in this MOU shall be construed as granting [DATA RECEIVER] any right, title, or interest
in or to any license of any data. Ownership of the data remains that of the [DATA PROVIDER].

9. Term, Modification, and Termination

This MOU shall become effective on the date it is signed by both parties and shall remain in effect
until [Select one: [Date] OR [Event] OR until modified or canceled by either party OR all PII pro-
vided by [DATA PROVIDER] is destroyed or returned to [DATA PROVIDER]].

This MOU may be modified at any time by written agreement of both parties.

Either party may cancel this MOU upon thirty (30) days written notice to the other party for any
or no reason. In the event of a default under, or violation of, any of the provisions of this MOU by
[DATA RECEIVER], [DATA PROVIDER] [select one:

1. may suspend the MOU and further disclosure of information to [DATA RECEIVER] until [DATA
PROVIDER] is satisfied that corrective action has been taken and there will be no further viola-
tion. In the absence of prompt and satisfactory corrective action, the MOU will be terminated.

2. may terminate this MOU upon notice to [DATA RECEIVER].]

In the event that this MOU is cancelled or terminated, any data in the possession of [DATA RECEIV-
ER], in whatever format it may be stored or maintained, shall remain subject to the terms and con-
ditions of this MOU. The obligation of [DATA RECEIVER] to protect the confidentiality of the data is
continuous and survives any termination, cancellation, expiration, or other conclusion of this MOU.

[If PII: Upon termination of the contract or upon written demand from [DATA PROVIDER],
[DATA RECEIVER] agrees to immediately return or destroy, except to the extent infeasible, all
PII received from, created by, or received by [DATA PROVIDER] including all such information
disclosed to its agents, employees, and/or subcontractors.]

IN WITNESS WHEREOF the parties approve this MOU, effective upon last dated signature. The
persons signing below have the right and authority to execute this MOU for their respective enti-
ties, and no further approvals are necessary to create a binding MOU.

By:

[DATA PROVIDER] Date

By:
[DATA RECEIVER] Date
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Project Participants

Catherine Albiston
Jackson H. Ralston Professorship of Law,
Professor of Sociology, UC Berkeley Law

Katherine Alteneder
Consulting Senior Strategic Advisor,
Self-Represented Litigation Network

Tonya L. Brito
Jefferson Burrus-Bascom Professor of Law,
University of Wisconsin Law School

Anna Carpenter
Professor and Director of Clinical Programs,
College of Law, University of Utah

Elizabeth Chambliss

Henry Harman Edens Professor of Law,
Director, NMRS Center on Professionalism,
University of South Carolina School of Law

April Faith-Slaker
Associate Director of Research Innovations,
Access to Justice Lab, Harvard Law School
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Jim Greiner

The Honorable S. William Green Professor of
Public Law, Faculty Director, Access to Justice
Lab, Harvard Law School

Margaret Hagan
Director, Stanford Legal Design Lab

John Mark Hansen
Charles L. Hutchinson Distinguished Service
Professor, The University of Chicago

Bonnie Rose Hough

Managing Attorney, Center for Families,
Children & the Courts, Judicial Council of
California

Natalie Anne Knowlton

Director of Special Projects, Institute for the
Advancement of the American Legal System,
University of Denver

James P. Lynch

Professor and Former Chair, Department of
Criminology and Criminal Justice, University
of Maryland



Carlos Manjarrez

Chief Data Officer, Office of Data
Governance and Analysis, Legal Services
Corporation

Shelley Spacek Miller
Senior Court Research Associate, Research
Division, National Center for State Courts

Erika Rickard
Project Director, Civil Legal System
Modernization, The Pew Charitable Trusts

Tanina Rostain

Professor of Law and Faculty Director,
Institute for Technology Law and Policy,
Georgetown University Law Center

Rebecca L. Sandefur

Professor, School of Social and Family
Dynamics, Arizona State University;
Faculty Fellow, American Bar Foundation

Betty Balli Torres
Executive Director, Texas Access to Justice
Foundation

David Udell

Executive Director,

National Center for Access to Justice,
Fordham Law School

Research and Writing Support

Anna L. Stone

Access to Justice Fellow,

Institute for Technology Law and Policy,
Georgetown University Law Center
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Institute for Technology Law and Policy,
Georgetown University Law Center
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